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While forensic analysis has proven to be a valuable investigative tool in the field
of computer security, utilizing anti-forensic technology makes it possible to
maintain a covert operational foothold for extended periods, even in a high-
security environment. Adopting an approach that favors full disclosure, the
updated Second Edition of The Rootkit Arsenal presents the most accessible,
timely, and complete coverage of forensic countermeasures. This book covers
more topics, in greater depth, than any other currently available. In doing so the
author forges through the murky back alleys of the Internet, shedding light on
material that has traditionally been poorly documented, partially documented, or
intentionally undocumented. The range of topics presented includes how to: -
Evade post-mortem analysis -Frustrate attempts to reverse engineer your
command & control modules -Defeat live incident response -Undermine the
process of memory analysis -Modify subsystem internals to feed misinformation
to the outside -Entrench your code in fortified regions of execution -Design and
implement covert channels -Unearth new avenues of attack
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Editorial Review

Users Review

From reader reviews:

John Harrison:

Do you have favorite book? When you have, what is your favorite's book? Publication is very important
thing for us to know everything in the world. Each reserve has different aim or maybe goal; it means that e-
book has different type. Some people really feel enjoy to spend their time and energy to read a book. They
are really reading whatever they take because their hobby is actually reading a book. Why not the person
who don't like reading a book? Sometime, man or woman feel need book after they found difficult problem
as well as exercise. Well, probably you will need this The Rootkit Arsenal: Escape and Evasion in the Dark
Corners of the System.

Marilyn McDermott:

The guide untitled The Rootkit Arsenal: Escape and Evasion in the Dark Corners of the System is the
publication that recommended to you to study. You can see the quality of the publication content that will be
shown to an individual. The language that publisher use to explained their ideas are easily to understand. The
article writer was did a lot of research when write the book, therefore the information that they share to you
personally is absolutely accurate. You also can get the e-book of The Rootkit Arsenal: Escape and Evasion in
the Dark Corners of the System from the publisher to make you more enjoy free time.

Phyllis Wilder:

Reading a book to get new life style in this calendar year; every people loves to read a book. When you
examine a book you can get a great deal of benefit. When you read publications, you can improve your
knowledge, due to the fact book has a lot of information in it. The information that you will get depend on
what types of book that you have read. In order to get information about your review, you can read education
books, but if you want to entertain yourself you are able to a fiction books, this kind of us novel, comics, and
soon. The The Rootkit Arsenal: Escape and Evasion in the Dark Corners of the System will give you a new
experience in examining a book.

John Negron:

Don't be worry should you be afraid that this book will certainly filled the space in your house, you can have
it in e-book means, more simple and reachable. That The Rootkit Arsenal: Escape and Evasion in the Dark
Corners of the System can give you a lot of good friends because by you considering this one book you have
issue that they don't and make a person more like an interesting person. That book can be one of one step for



you to get success. This reserve offer you information that might be your friend doesn't realize, by knowing
more than additional make you to be great folks. So , why hesitate? Let us have The Rootkit Arsenal: Escape
and Evasion in the Dark Corners of the System.
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